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Letter from the Publisher and Editor

Keith Rhodes,  
chief technology officer, 
services and solutions
QinetiQ North America 
The root challenge to the U.S. govern-
ment is that “proaction” assumes that 
one knows and understands what one 

sees. During the Cold War, we watched actions near stra-
tegic borders, and we had action plans that escalated based 
on what opponents were doing.

In the borderless virtual world, movements are short-
lived and neither easily attributable nor understandable. 
For example, the impact of “proactive defense” is not 
clearly definable in terms of collateral damage, because 
virtual defense and offense may be the exact same action, 
and what looks like an opponent may be just a “down-
stream victim.” 

Only government can determine what is accept-
able in terms of a cyber attack. The industry’s role is to 
explain and show the difference between the possible 
and the probable, so that the government can under-
stand the impacts of certain actions better. From this 
understanding, the government can define a successful 

engagement. It can determine the rules for a proactive 
defense and make it easier for the industry to under-
stand what they can legally do to help the government 
meet its mission.

Bill Varner,  
president and chief 
operating officer, mission, 
cyber, and intelligence 
solutions group  
ManTech
There is little doubt that the tradi-

tional battlefield of air, land, and sea has evolved to air, 
land, sea, and cyberspace. It is a vector of attack against 
our nation on a daily basis.  As with the more traditional 
battlefield, weaponry must be developed and updated to 
combat the threats. The ability to strike back will need 
to be an option that, as a last resort, can be exercised if 
necessary. 

Obviously, there are challenges associated with this 
option. The first is that, in order to develop sustainable 
alternatives, the legal framework would need to be exam-
ined. That’s not to say it cannot be worked within the exist-
ing framework, but it might make the options less useful. 
No matter how the legislative process shakes out, these 
options will have to be carefully thought out and require 
checks and balances.

More importantly, and far more complex, is deter-
mining who else is sharing the infrastructure that might 
be targeted. Much of the world’s cyber infrastructure is 
operated by the private sector. A key consideration has to 
be who else could be impacted. Given the global nature 
of our communications, it is likely that U.S. companies 
and interests are also sharing those same communica-
tions channels. It is paramount that the weaponry of 
the future be very targeted and create as little collateral 
damage as possible to critical infrastructure or even 
economic impacts.

The federal government has always relied heavily 
on outside expertise to create cyber capabilities. The 
demand in the private sector for the talent needed to 
develop techniques and capabilities in this space makes 
it challenging for the federal workforce to retain that 
talent internally. 

FedTech Soundoff

“Only government can 

determine what is acceptable 

in terms of a cyber attack. The 

industry’s role is to explain and 

show the difference between 

the possible and the probable, 

so that the government can 

understand the impacts of 

certain actions better.”

—Keith Rhodes, chief technology officer, 
services and solutions, QinetiQ North America 

Varner
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doing it more efficiently. But integrated solutions are 
not sufficient to defend against the most sophisticated 
threats.

 Proactive services must be employed to get ahead of 
sophisticated attacks. Our capability is built on an intel-
ligence-driven defense called the “cyber kill chain,” where 
understanding the adversary and taking advantage of their 
persistence and repetitive behavior allows us to anticipate 
and block their next steps. 

 Despite best efforts, intrusions will continue to occur 
and systems must be designed to be resilient and operate 
through an attack. Approaches include redundancy and 
self-healing where a system either repairs itself or returns to 
a trusted state. 

FISMA Update
About 10 years after the original Federal

Information Security Management 
Act (FISMA) guidelines were determined, 

Wendy Martin,  
vice president, advanced 
information solutions 
Harris Corporation 
The primary challenges to offen-
sive cyber protection are technical 
difficulty and policy ambiguity. 

Industry is working with the government to determine 
strategies and identify technologies that, when coupled 
with an approved concept of operations, will work effec-
tively to deal with cyber attacks proactively. We feel that, 
in order to be successful, the proactive cyber actions 
must occur with both accurate attribution and positive 
control of action.  

Growing, training, and retaining cyber talent is 
also critical, and industry is helping by partnering with 
education institutions to promote science, technology, 
engineering, and math (STEM). Focusing on these hard 
sciences today helps grow tomorrow’s cybersecurity 
innovators. We find that today’s cyber experts gravitate 
towards positions that offer the most challenging and 
intrinsically rewarding experiences, while allowing them 
to make a real difference to our country’s public safety and 
national security.  

Charlie Croom,  
vice president of 
cybersecurity solutions
Lockheed Martin Information 
Systems & Global Solutions
In many cases, network enterprises 
were formed through multiple 

network consolidations over time. The security solu-
tions for these networks were not implemented as a 
cohesive whole, but acquired in piecemeal fashion. 
Our focus is on providing solutions built on three 
pillars: integrated solutions, proactive services, and 
resilient systems.

 Integrated solutions meld commercial-point solu-
tions into a seamless security fabric stretched across 
the software and hardware enterprise. If seams remain, 
we close them with added layers of protection. Fortu-
nately, today’s automated technologies are providing 
integrated solutions, delivering greater security, and 

“Our capability is built on an 

intelligence-driven defense 

called the ‘cyber kill chain,’ 

where understanding 

the adversary and taking 

advantage of their persistence 

and repetitive behavior allows 

us to anticipate and block their 

next steps.” 

—Charlie Croom, vice president of 
cybersecurity solutions, Lockheed Martin 
Information Systems & Global Solutions

FedTech Soundoff

Martin

Croom
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FISMA 2012 standards currently going 
through Congress respond to the need to 
strengthen the federal government’s secu-
rity framework against increasingly sophis-
ticated and dangerous cyber attacks. 
Predominant among these standards is the 
requirement for near-continuous monitor-
ing for threats before they occur. Even as 
64 percent of agencies polled in a survey 
said that they believe continuous monitor-
ing will improve their IT security status, 
fewer than half said they expected to be 
ready by this month. We asked several 
leaders in the field about the challenges 
and opportunities they see posed by  
FISMA 2012. 

JR Reagan,  
federal chief  
innovation officer,
Deloitte & Touche LLP 
The proposed amendment to 
FISMA provides a comprehen-
sive framework for protecting our 

nation from current and future cyber threats. It gives 
the government the fundamental building blocks for 
advanced security capabilities to mitigate increasingly 
sophisticated threats.

Agencies need to prepare for automated continu-
ous monitoring through uninterrupted, ongoing, real-
time or near real-time processes to protect their assets. 
Implemented correctly, this affords agencies an oppor-
tunity to capitalize on existing IT security investments 
and tool sets and to leverage industry-leading practices 
and methodologies for data management and integra-
tion. Taking a risk-based approach presents agencies 
with the opportunity to balance IT spending against 
cybersecurity risk and to have the ability to evaluate 
and monitor the areas that present the greatest threats 
to their missions.

Clients may also want to consider outsourcing cyber 
operations to augment their own internal appraisals. It can 
be very valuable to have a view provided from outside the 
network perimeter. 

Sam Chun,  
director, cybersecurity 
practice, U.S. public sector
HP Enterprise Services
The bipartisan FISMA Act of 2012 
recently introduced in the House is 
less of an overhaul of FISMA than 

one that codifies and expands (through parallel frame-
works for nation security systems) existing continuous 
monitoring requirements already being driven through by 
the Office of Management and Budget. 

The transition away from the labor-intensive annual 
checklist process of FISMA 2002 to the real-time continu-
ous monitoring and automated submission through 
Cyberscope—though challenging to implement—is 
expected to improve visibility and insight, thereby improv-
ing federal security posture while simultaneously reducing 
the efforts. Moving away from a monumental, episodic 
paperwork process to one that focuses on operating effec-
tiveness through automation is definitely a positive regard-
less of the task (cybersecurity included).

 The big challenges that agencies will face in imple-
menting the FISMA update (assuming it is signed into 
law) will be similar to the implementation of continuous 
monitoring.  Without robust support from OMB and 
Congress in the form of additional budget authorizations, 
agency leaders will be compelled to make hard choices to 

Chun
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 “Moving away from a 

monumental, episodic 

paperwork process to one 

that focuses on operating 

effectiveness through 

automation is definitely a 

positive regardless of the task.”

—Sam Chun, director, cybersecurity practice, 
U.S. Public Sector, HP Enterprise Services

Reagan
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Cloud First 
Check-in
Cloud First…or second, or third? What’s

the take from those who are working to 
support cloud readiness? When Cloud First 
was introduced, in 2010, as part of the Office 
of Management and Budget’s 25-point plan 
to reform federal IT, it generated excitement 
for potential transparency, efficiencies, and 
cost-savings. However, a recent study by 
Deltek revealed varying levels of “cloud readi-
ness” across federal agencies.  With the big 
changes in thinking about the government’s 
role, establishing standards, and working out 
security requirements—and, sometimes, addi-
tional hardware and software expenses—the 
leap to the cloud may be more like a climb for 
some. Here, leaders give a balanced perspec-
tive on the rate of progress—and share ideas 
on how to keep the steady momentum going.

comply with the new law, potentially sacrificing security. 
Specifically, the Congressional Budget Office estimates 
that over the next five years, the proposed FISMA updates 
would cost agencies an additional $710M to implement. 
With the mantra of the current federal CIO, “do more 
with less,” the benefits of the act may have to take a back 
seat to federal budget realities. 

Tiffany Jones,  
director, public sector 
programs & strategic 
initiatives
Symantec Corporation 
As the Federal CIO report on FISMA 
metrics accurately states, the Federal 

cybersecurity defensive posture “is constantly shifting because 
of the relentless dynamic threat environment, emerging tech-
nologies, and new vulnerabilities.” Under the FISMA 2012 
metrics, Federal Agencies will be required to implement 
“automated and continuous monitoring” of IT systems, and 
specific performance metrics/targets are defined.

Meeting these targets means less dependence on 
human involvement and more reliance on best practices 
and the latest technologies to contribute to “near real-time” 
monitoring and action. This change will increase the overall 
security posture for agencies against more sophisticated 
threats, while also providing opportunities for companies 
to contribute capabilities to the agency enterprise environ-
ments. The work being done by Department of Homeland 
Security’s Federal Network Security team, National Insti-
tute of Standards and Technology, OMB, and others is 
moving us closer to a state of continuous monitoring and 
situational awareness—beyond just C&A to a state of secu-
rity automation and risk management.

A major near-term challenge is the looming federal 
budget stalemate that could bring automatic program cuts 
under sequestration. This could have significant impacts 
on agency spending and their overall cybersecurity posture. 
Another challenge is the ability of agencies to rapidly make 
the required changes to meet the FISMA metrics/targets, 
improve their security posture, and ultimately better protect 
government and citizen data. Last, visibility into accountabili-
ty for how agencies are meeting performance targets is impor-
tant to ensure cybersecurity requirements are being met.  

Jones
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“Multiple agencies are 

running internal private cloud 

services, and a number of 

agencies already have or 

now are adopting public cloud 

services in the messaging, 

unified communications, 

and customer relationship 

management arenas.”

—Chris Smith, U.S. federal chief technology 
and innovation officer, Accenture Federal 
Services
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Chris Smith,  
U.S. federal chief 
technology and  
innovation officer 
Accenture Federal Services
A current view of the market shows 
that commercial entities are adopt-

ing cloud-based solutions at a more rapid rate than are 
governments around the world. While perhaps conserva-
tive by industry standards, the U.S. federal government is 
making solid and steady progress in implementing cloud 
solutions. Multiple agencies are running internal private 
cloud services, and a number of agencies already have or 

now are adopting public cloud services in the messag-
ing, unified communications, and customer relationship 
management arenas.

One of the most important steps an agency can 
take to increase the rate of cloud adoption and more 
rapidly achieve increased productivity, agility, and 
cost savings is to develop a robust cloud strategy. This 
strategy aligns private internal cloud development with 
enterprise data center consolidation as well as public 
cloud offerings.

A well-articulated strategy, architecture, and opera-
tional model will allow agencies to take advantage of 
disparate public and private cloud environments and 
better meet mission requirements. The common perceived 
barriers to entry such as security, maturity of cloud offer-
ings, and data protection can be clearly identified, quanti-
fied, and mitigated with thoughtful planning and well-
managed execution.

Yogesh Khanna,  
vice president,  
chief technology officer
CSC North American  
Public Sector 
There are several factors that U.S. 
federal agencies continue to grapple 

with as they strive to adhere to the Cloud First policy.     
Chief among the concerns is security. Most federal 

CIOs are still uncomfortable with their data commingled 
with other clients. There is a general lack of trust in 
multi-tenant clouds. The FISMA controls help, but the 
process to certify and accredit cloud services takes too 
long and is expensive. FedRAMP is designed to address 
this issue, but that program is just getting off the ground, 
and it will take some time before agencies start harness-
ing its benefits. 

The CIO’s operations staff at most agencies fear 
losing control of IT infrastructure, and in some cases their 
applications and data. The desire to maintain control and 
visibility into the day-to-day operations often leads to 
requirements that are not aligned with cloud computing 
business models.  

There are some in the federal government who are 
quietly questioning the economic benefits of cloud 

“There are some in the federal 

government who are quietly 

questioning the economic 

benefits of cloud services. 

Cloud computing represents 

yet another service delivery 

vector for most CIOs. No 

agency is about to put every 

workload in its environment in a 

cloud. Quite a bit of the legacy 

infrastructure and applications 

will likely remain outside the 

cloud and still have to be 

supported and maintained.”

—Yogesh Khanna, vice president,  
chief technology officer, CSC North American 
Public Sector 
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the cloud in great numbers and are already achiev-
ing significant benefits from doing so. We’re seeing 
significant progress, for example, across organizations 
within the Department of Energy, the U.S. Army, 
and the U.S. Food and Drug Administration. They’ve 
reduced IT complexity and cost and are now building 
out secure, flexible private, public, and hybrid clouds 
using VMware and virtualization as the underlying 
cloud enabler.

 What factors make these agencies and others like 
them agile and successful in their adoption of cloud 
technologies? 

 First, they have adopted a virtualization strategy 
that gets them from internal flexible private clouds and 
uses that platform to continue the journey to the cloud. 
Second, they’ve clearly defined their business processes and 
workflows and are laser-focused on the business problems 
cloud technology can help them solve. Third, they have 
developed a phased approach to implementation that 
produces high-impact results and demonstrates immediate 
productivity and agility enhancements, all with fast returns 
on their investments.   GCE

services. Cloud computing represents yet another service 
delivery vector for most CIOs. No agency is about to put 
every workload in its environment in a cloud. Quite a bit 
of the legacy infrastructure and applications will likely 
remain outside the cloud and still have to be supported 
and maintained.

While there are economic benefits to moving a 
specific workload to a cloud, the expense to oversee or 
manage the cloud service is additive to the cost of servic-
ing the non-cloud environment. So, for some in the federal 
government, if the economic benefits of migrating to the 
cloud do not help reduce the overall cost of delivering IT 
services, status quo takes hold, and the pace to change and 
adopt cloud services slows down. 

John Lee, 
vice president,  
cloud solutions
Carahsoft  
Technology Corp.
It’s been our experience that 
agencies are in fact moving to Lee
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DATA

The BIG Picture on
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I
T CAN DETECT A PANDEMIC IN THE OFFING, AN INAP-
propriate tax payment, a costly electricity drain. It can guide decisions 
that change entire government agencies and resource use for years to 
come. And it’s all around us—potentially as easy to harness as the flow 
of wind or water. 
It’s big data, and it’s transforming the way federal agencies and govern-

ment contracting companies operate. 
With the leap to the cloud giving big data the room to reveal its poten-

tial, agencies and GovCon companies can collect, store, and use more data 
than ever before. The problem this raises is simple, even if the solution is 
not: Civilian and defense agencies have more data than they know what 
to do with. And hidden in these exponentially increasing words, numbers, 
and images is information that can help vastly increase efficiency, produc-
tivity, and national security.   

How to extract value from this tsunami of information—and how to 
best serve the agencies facing this problem—is a challenge many GovCon 
leaders are confronting head on. Big data is sparking new technology 
developments, strategy, and resource positioning, and it’s directing the 
dynamic GovCon M&A activity toward new goals. 

But just how big—and valuable—is big data? 

Beyond the Buzzword
The numbers are impressive. According to IBM, every day, we create 2.5 
quintillion bytes of data—so much that 90 percent of the data in the world 
today has been created in the last two years alone.  A McKinsey Global 

Institute paper tells us:  $600 buys a disc drive that stores all the world’s 
music and 30 billion pieces of content are shared on Facebook every 
month (and that figure is probably outdated by the time you read this).

The rush is on to capture the value 
found in massive waves of data—and 
deliver it to government clients in new 
ways they can use.
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But one of the best big data definitions comes from 
a pioneer: Gartner research vice president Doug Laney, 
who recently told commenters in his blog that big is 
“entirely relative. … Therefore, the tongue-in-cheek defini-
tion I use is, ‘Big data is data that’s an order of magnitude 
bigger than you’re accustomed to, Grasshopper.’”

In 2000, working as an analyst at META before it 
became part of Gartner, Laney threw down in a research 
note the now ubiquitous “3Vs” of big data: Volume, veloc-
ity, and variety.

•	 Volume.	Big data starts measuring in terabytes 
(1,000 gigabytes) and even petabytes (1,000 

The Open-Source Factor
When you use Twitter, LinkedIn, or dozens of other 
social media services, you’ve used Hadoop, the 
open-source technology at the heart of big data.

But Hadoop is actually part of an “ecosystem” 
comprising Hadoop storage and MapReduce 
processing. The technology from Apache hasn’t 
yet encountered a data set too large to analyze and 
can work across one or multiple computers. It is 
described as “forgiving” or “self-healing” because it 
compensates for problems found on servers.

Many GovCon companies work with Cloudera, 
which develops open-source distribution for 
Hadoop, integrating and “cleaning up” products to 
ensure reliability. Oracle’s Big Data Appliance uses 
Cloudera Hadoop, for instance; Sotera is another 
using this combination.

However, because it’s open and free, agencies 
themselves have been building their own big data 
technologies. NSA, for one, has had a distributed 
intelligence database with Hadoop for two years. 

So why would agencies look to contractors if they 
can do it themselves? Because while Hadoop is 
forgiving, it’s not endlessly elastic. Getting the right 
fit for an agency’s mission can be a challenge. 
In short, it’s not free if it takes up valuable staff 
resources to adopt it.

“Contractors have an opportu-
nity to enhance and extend the 
open-source technologies in a 
way that focuses their power 
on the business needs of the 
government and makes them 
easier for agency personnel to 

adopt,” said Peter Doolan, group vice president, 
Oracle Public Sector. “None of the [solutions] 
completely solve a business need ‘out of the box,’ 
so they must be adapted to the specific use and 
then maintained. When the total cost of ownership 
is considered, including ancillaries like end-user 
training, sometimes the commercial solutions, while 
more expensive up front, may prove to be signifi-
cantly cheaper over time.”

Microsoft, meanwhile, is concentrating on bring-
ing big data to the masses. “There are two major 

challenges facing any organi-
zation utilizing big data today,” 
said Susie Adams, chief 
technology officer, Microsoft, 
“installing and maintaining the 
complex array of software and 
hardware needed to run big 
data workloads and finding 

individuals with the skill sets needed to operate 
this infrastructure.” Microsoft addresses both, 
she said, by enabling its Office, business intel-
ligence, cloud, and enterprise data processing 
platforms to connect to Hadoop, which can 
run as a service on Azure or on-premise on a 
Windows server. 

As pioneers in open-source, Red Hat continues to 
lead, and late last year acquired Gluster, an open-
source storage solutions provider. “There has been 

a tremendous level of interest 
from our federal customers and 
prospects,” said Paul Smith, 
vice president and general 
manager, public sector, Red 
Hat. “The federal government 
is a big user of open-source 
technologies.”Doolan

Adams

Smith
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terabytes) of information. Cisco, in its 2015 predic-
tions, sees amounts beyond this as commonplace: 
1,000 petabytes equals an exabyte—and 1,000 
exabytes equals a zettabyte. In a report, the company 
defined a zettabyte like this: the equivalent of 250 
billion DVDs, 36 million years of HD video, or the 
volume of the Great Wall of China, if an 11-ounce 
cup of coffee represents a gigabyte of data.

•	 Velocity. Big data is also fast data. “Often time-sensi-
tive big data must be used as it is streaming into the 
enterprise in order to maximize its value to the busi-
ness,” IBM reports in the big data basics section of its 
website. Cisco’s prediction: “It would take over five 
years to watch the amount of video that will cross 
global networks every second in 2015.” 

•	 Variety.	Beyond numbers, tables, and words, big 
data includes video surveillance from sensors, 
click streams, medical records, snapshots posted to 
Facebook, tweets, the list goes on. At some level, 
it’s all fair game, and it all needs to find some kind 
of common ground to be useful. Big data is more 
often of the unstructured variety, which brings in 
some of the biggest challenges.  Cisco predicts: 
“Most of the Internet traffic by 2015 will be 
video—specifically, long-form video of more than 
seven minutes.”

What It Means to GovCon
As a consumer, you can easily see big data in play when an 
ad tailored to your tastes pops up on your Facebook page. 
But how does this transformative technology operate in 
the GovCon world?

“The rise of data analytics technology has allowed 
government agencies to analyze the outcomes of their 
programs, tighten the efficiency of their operations, and 
identify areas to cut costs,” pointed out a report from the 
Government Business Council, underwritten by Deloitte, 
titled “Demanding More: How Federal Agencies Use Data 
Analysis to Drive Mission.”

“The wealth of information that the public sector 
manages—from the data it collects from government 
programs to the data it is able to mine—affords opportu-
nities for insight through analysis,” the report stated.  At 
the same time, budget cuts caused the Office of Manage-
ment and Budget to specifically ask that agencies “acquire, 
analyze, evaluate, and use data to improve policy and 
operational decisions.”

Yet agencies surveyed for the GBC report expressed 
uncertainty at meeting the OMB request. “Information 
is currency in both business and government; but the 
research found that many federal agencies don’t have the 
data they need readily available, even with difficult finan-
cial decisions looming,” wrote Erin Dian Dumbacher, 

“Imagine being able to 
identify spending trends 
across your agency and 
compare them to other 

agencies in real time. That’s 
the type of functionality and 

intelligence that big data can 
bring to the enterprise.”

—Ray Muslimani,  
president and CEO, GCE
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associate director of research at GBC. 
And that’s something many in GovCon see as an 

opportunity. “Big data represents two important trends 
impacting federal agencies: the growth of large, unstruc-
tured data sets and real-time streaming of information 
from multiple sources coupled with the need to apply 

sophisticated analytics to massive 
amounts of information in order to 
draw insights,” said Kay Kapoor, 
managing director, Accenture 

Federal Services. “This need is 
growing rapidly, as agencies experi-
ence exponential growth in data 

volumes and complexity.”
“Imagine being able to conduct a free text search 

over billions of dollars’ worth of transactions in financial 
systems,” said Ray Muslimani, presi-
dent and CEO of GCE, which does 
big data work for the Department of 
Labor and other agencies. “Or being 
able to identify spending trends across 
your agency and compare them to 
other agencies in real time. Or getting 

instant notifications from the service when patterns are 
identified behind the scenes. That’s the type of functionality 
and intelligence that big data can bring to the enterprise.”

GCE’s agency financial management solutions earned 
the company a place as an honoree in last year’s Govern-
ment Big Data Solutions Awards, given by consultants 
CTO Labs; the winner was the GSA for its USASearch.

And because of its sheer size, big data touches on other 
hot topics: mobility, sensors, social networking, predictive 
analytics, and most of all, the cloud. “In practice, there is 

a strong tie between cloud analytics 
and big data,” said Mark Herman, 
executive vice president, Booz Allen 

Hamilton, who leads the company’s 
Cloud Analytics Center of Excel-
lence. “We see big data capabilities as 
part of a broader cloud ecosystem.” 

“Right now, it’s still a little bit of a mysterious topic 
for many of the folks who are dealing with the day-to-days 

of ‘how do I close the data center?’ 
and ‘how do I take my utilization 
of a server from 15 percent to 70 
percent?’” said Yogesh Khanna, 
vice president and chief technology 
officer, CSC. His company was an 
early adopter in big data, crunching 

numbers for the CDC, NASA, and the EPA. 
“For the first time, whether it’s through the high-

performance parallel computing schemes that have become 

“To develop patterns out of 
unstructured data automatically, 

without human intervention, 
using analytic tools, is tough. 

The IT industry as a whole has 
been focused on structured 

data, but it’s the unstructured 
kind that is powering much of 

the revolution.” 
—Yogesh Khanna, vice president and 

chief technology officer, CSC

Kapoor

Muslimani

Herman

Khanna
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economical, or just the advent of cloud computing as 
a new delivery model, people can do extensive parallel 
processing of gobs and gobs of data … that allows us to 
detect patterns, using the right tools.”

Different Stages of Adoption
Federal agencies vary in their big data capabilities. Some 
are working on collecting data with different types of 
sensors, while others are using advanced analytics to try to 
predict behavior.

This doesn’t necessarily reflect big data maturity levels, 
GovCon experts say. Agencies have different needs: Those 
seeking to integrate health records need different kinds of 
capacities and security levels than those sharing climate 
science data with the public as transparently and complete-
ly as possible. 

For instance, under GSA, Data.gov started in 2009 
with 47 data sets. The site now publishes at least twice that 
many sets in a single month, giving citizens open access to 
data ranging from the latest food recalls to checking how 
that federal data center consolidation is progressing. The 
site is now moving to a single, unified cloud as part of a 
$21-million, five-year contract with CGI. 

Other agencies are deep in analytics: executing sophis-
ticated mining for improper payments, for instance. 

Whether an agency is most concerned with protect-
ing or disseminating information, it must look at three 
categories as it works with big data: collection, storage and 
processing, and analytics. Adding to the big data challenge, 
these categories often happen at the same time—data is 
processed and stored at once and analyzed as soon as it is 
collected. This simultaneous action makes alignment and 

Prime Big Data Markets
Notorious bank robber Willie Sutton, when asked 
why he robbed banks, is said to have replied: 
“Because that’s where the money is.” Taking the 
same approach to market focus, Booz Allen 
Hamilton is “loosely tied to the Willie Sutton princi-
ple—in other words, we are going where the data is 
kept,” said Mark Herman, executive vice president. 

In which markets do government contracting compa-
nies see the data “banked”? Intelligence, of course, 
is the most obvious. But here are a few others:

Financial and improper payments: Analytics are 
already advanced in this market, and big data just 
makes the case stronger and the fraud detection 
more precise. Deloitte is traditionally strong in this 
area. OPM is using SAS analytic software to scan 
for improper payments in federal employee health 
insurance claims.

Electronic health records: This area is being 
mined for value far and wide, from CMS to the VA. 
The benefits include better quality of care, increased 
productivity, and elimination of redundancies. SAS 
software is being used to analyze millions of records 
in the CMS Chronic Condition Data Warehouse, a 

case of historical and current data working together 
for new insights.

Climate and weather science: From solar flares 
to rogue waves, understanding and predicting 
weather on earth and in space both depends on 
big data and benefits from it. Breaking silos could 
lead to advances such as coordinating emergency 
services, social media, and weather prediction 
during a storm, for instance.

Trade and immigration: The flow of goods and 
people generates enormous amounts of data, all of 
which could guide decisions in economic policy, law 
and drug enforcement, public health action, food 
safety measures, homeland security, and more. 

Many more markets stand to benefit from big data 
where government contracting can apply. Supply 
chain and logistics, with its constantly growing 
complexity, is another natural market, one in which 
several government contractors, including SAIC, 
have expertise. Utilities are another, and again, SAIC 
shows up here, providing “smart grid” solutions in 
an area where usage data is vast and individual-
ized, timing is everything, and significant, ongoing 
savings in costs and energy can be realized once 
what’s learned from that data is applied.  
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strategic thinking critical. What you do with the data at 
any point will affect all other points. Set yourself up incor-
rectly, and you risk re-creating the same problems you 
came in with—silos, hidden data, excess storage, lost value, 
to name a few.

“As a new sensor or new data set gets created, we look 
at how agencies would integrate that information into 

their enterprise architecture, how 
they will store that data, and how 
they will make it readily available to 
their customers,” said Matthew Fahle, 
senior account executive, Accenture. 
“You have to have a balanced view 
across the framework.”

Taking a closer look at the categories:
Collection: From a teen’s cell phone GPS signal 

to sensors on a UAV in a conflict zone, data is collected 
constantly—and much of it by the government. Two issues 
most influence GovCon big data activity: historical data 
and unstructured data. 

Using historical data, which has already been collect-
ed, and integrating this with new data is like trying to 
analyze a snowball rolling downhill—it picks up volume 
with every second. Unstructured data—video, images, 
everything that’s not easy to compare relationally—is a 
significant challenge at every stage of the process, and more 
and more, it represents the bulk of big data. 

“To develop patterns out of unstructured data auto-
matically, without human intervention, using analytic 
tools, is tough,” said Khanna. “The IT industry as a whole 
has been focused on structured data, but it’s the unstruc-
tured kind that is powering much of the revolution.” 

Further complicating matters, said Khanna, are data 
disciplines left over from the past. “Data is going to waste 
and not being fully leveraged because it didn’t fit the data 
model or the retention criteria.”

Storage/processing: In its major role as a storage 
provider to the federal government, NetApp has developed 
all kinds of efficiencies in dealing with structured data. But 
with unstructured data, “there aren’t enough disc drives in 
the world to store all the data these sensors are going to suck 
in, nor does anyone have enough money to buy all those disc 
drives,” said Mark Weber, senior vice president at NetApp 
U.S. Public Sector.

Big Data Helps  
Drive Acquisitions
Many GovCon companies beefed up their big 
data capacities through acquisitions. Here are a 
few transactions that resulted in enhanced big 
data positioning:

•  IBM expanded big data analytics software offer-
ings by acquiring intelligence analytics firm i2 
Group.

•  RedHat acquired Gluster, an open-source 
storage provider.

•  General Dynamics purchased healthcare IT 
provider Vangent, with its strengths in electronic 
health records and data analytics.

•  CSC bought Maricom Systems, Inc., a provider 
of healthcare IT business intelligence and data 
management, and iSOFT Group Limited, and 
appointed its former CEO as chief operating 
officer of CSC’s healthcare business. 

•  TASC acquired TexelTek, which specializes in 
geospatial, visualization, and analytics.

•  ICF acquired Ironworks, a web, mobile, and 
social media platform provider in health, energy, 
and financial services sectors. 

•  Sotera bought Potomac Fusion, which develops 
cloud and ISR solutions.

•  Deloitte bought Ubermind, which develops  
intuitive mobile applications. 

•  NetApp bought LSI, whose fast and dense 
storage performance represents a significant big 
data opportunity. 

•  Oracle acquired Endeca, with capabilities in 
unstructured data and business intelligence.

•  ManTech acquired Evolvent, a healthcare 
systems integrator with contracts for big data 
related projects for CMS and the VA.

Fahle
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This remains true even as storage 
costs go down and capacity goes up: 
Recently, IBM reported it encoded a 
single data bit onto a surface consist-
ing of 12 atoms (typical storage 
would need a million atoms to 
store the same amount of informa-

tion). And NetApp is now able to provide upwards of 
55 petabytes of storage for the Department of Energy’s 
Sequoia supercomputer at Lawrence Livermore National 
Laboratory.

Regardless, nobody needs to store for 30 years three 
days of video surveillance in which nothing happens—so the 
trick is to find ways to analyze and store only what matters. 

The need to stream together historical and real-time 
data presents other storage challenges. Developing tools 
for this stage, Weber said, represents a huge opportunity. 
Most clients today are buying proportionately more soft-
ware than simply storage capacity from NetApp because 
they’re seeking protection, retrieval, and the ability to use 
cost-effective levels of storage. Government agencies also 
face different regulatory requirements for data storage, and 
putting these seamlessly into practice with full compliance 
presents another opportunity. 

One added wrinkle to consider in storage and process-
ing: Data is currency, and everyone who collects it seeks 
ways to trade and share it to squeeze the most value out. 
No one wants to end up with the data equivalent of a 
rare baseball card hidden at the bottom of a box in the 
basement.

Analytics: Analytics is where the value of big data is 
concentrated. The point of all the collection and storage is to 
make better decisions based on what you learn from the data. 
Of course, it’s not the analytics that are new, but the scale. 

Big data analytics can offer a clear picture of the 
current situation or forecast or even 
change the future. Brad Eskind, 
principal and federal technology and 
analytics leader at Deloitte, calls them 
“predictive and prescriptive analyt-
ics” because they help determine 
what will occur and what behavior to 

adjust. “I would say we’ve turned the corner on the descrip-
tive aspects of big data. We’re now into the capability of 

providing the types of insights and foresight that can help 
improve outcomes.” 

“The scale provided by the cloud provides a basis 
to transform the process of analysis from one of stitch-
ing together sparse data to derive conclusions to one of 
extracting conclusions from aggregation and distillation 
of massive data and data reflections,” said Herman of Booz 
Allen Hamilton. “In essence, this capability is the means by 
which to deliver on the promise of big data by creating new 
value for clients.”

“Effectively, the model of the past is being flipped,” 
Khanna said. Where once applications that were devel-
oped to fulfill a business need generated data, now the data 
drives the development of applications. “It’s a future of 
data as a service,” he said.

The potential of big data derives not only from this 
vastly enhanced pattern recognition and analysis, but from 
the way it happens in near-real time, thanks to the simul-
taneity that big data and cloud analytics allow. Khanna 
sketches a picture from financial services: A trader on the 
floor can make split-second decisions based on global 
information from the past few seconds analyzed in context 
with historical data. With such a snapshot, it’s hard not 
to see big data as a transformative factor in the financial 
market—or in any number of other markets (see sidebar, 
Prime Big Data Markets).

Intelligence is another natural area where the integra-
tion of historical and current data can guide near-real-time 
decisions. For instance, SAIC is leading a team at Georgia 
Tech looking at applying big data/business intelligence 
techniques to detecting insider threats. 

Going End-to-End
Several GovCon companies have expanded their core 
competencies to address multiple services across the big 
data framework. SAP’s Sybase company is just one that 
has developed advanced analytics specifically to handle 
big data. 

GeoEye, recognizing there’s more to big data than 
collecting imagery, has invested in analytics, hosting, 
dissemination, and processing technologies while 
continuing its core capacity to collect, process, and 
disseminate more than 1 million square kilometers of 
high-resolution imagery daily. Last year, GeoEye won a 

Weber

Eskind
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$3.8-billion, 10-year contract with the National Geospa-
tial-Intelligence Agency for imagery and other products 
and services. 

“To eliminate the complexity of dealing with big data, 
we have moved into providing hosting and dissemination 

services directly to our government 
customers,” said Brian O’Toole, 
GeoEye chief technology officer. “In 
the past, the U.S. government would 
be solely responsible for receiving 
our imagery, cataloging the raw data, 
and making it available in a govern-

ment-run archival system. Now we provide those services, 
through a software-as-a-service model.” 

Big Challenges Still Ahead
With all the benefits and GovCon potential attached to 
big data, there are still a few obstacles to realizing the full 
value. The biggest, as usual with government functions, is 
security. How do you avoid showing your hand with data 
being shuffled and cut on every possible playing table? 

Compliance issues could get lost in the shuffle, some 
have pointed out. The promise of using healthcare IT and 
records in research has already prompted calls from the 
federal Health Information Technology Policy Commit-
tee to clarify what constitutes “research” and to define how 
widely big health data will be disseminated and used. 

“To address big data security, Northrop Grumman 
has developed unique methods that protect data in the 

cloud regardless of specific service 
models,” said Kathy Warden, vice 
president and general manager, 
Northrop Grumman Information 
Systems, Cyber Intelligence Division. 
“This approach prevents exposure of 
the data to unauthorized users and 

protects the data from being accessed by cloud provider 
insiders, like system administrators. The solution allows 
users to securely migrate mission-critical data to the cloud.”

Big data by its nature destroys silos. And if agencies 
want to reap the best, they’ll need the capabilities, the 
policy backup, and the security to exchange data freely.  

Khanna sees a lack of standards in managing unstruc-
tured data as a key roadblock. The big players such as 

Google, Amazon, and Facebook aren’t talking to each 
other about standardization—yet efficient government use 
of big data depends on standards. The National Institute of 
Standards and Technology has been working for some time 
to get standards in unstructured data, and IT lab director 
Chuck Romine recently told media that it’s going to step 
up the pace.

Another emerging challenge and major need is 
the “readability” of data analysis. GeoEye is focused on 
visual representation, using its EyeQ platform to provide 
on-demand visualization in near-real time, even in its 
legacy applications. In addition to working in every other 
aspect of big data, SAP-GSS provides solutions that render 
big data insights in intuitive, visual, user-friendly formats. 

While big data may appear to present a storage night-
mare, its abundance is actually a good problem to have. 
“Data that used to be ‘retired’ to tape when data ware-
housing can now be kept alive for future analysis to yield 
valuable insights that we cannot imagine now,” said Peter 

Doolan, group vice president, Oracle Public Sector. 
Such “zombie data” presents an opportunity—and 

Sotera in particular has lost no time in exploring it. “We 
have found that big data opens up a large number of 
non-traditional analytical techniques that augment tradi-
tional data analysis,” said Russell Richardson, CEO, 
Potomac Fusion, a Sotera Defense Solutions company. 
“These techniques offer a new purpose for information 
already collected, and in most cases, this existing data is 
re-purposed to derive military intelligence not conceived 
of when the data was originally collected.” 

Lastly, the speed at which big data is changing the 
landscape presents a challenge—but one that might moti-
vate faster changes in realizing big data’s value in govern-

ment. “In the past, government has 
been known to set its own standards 
for performance and security,” said 
Rich Rosenthal, chief technology 
officer, TASC. “This is a case where 
the government could take advantage 
of the commercial sector’s forward 

thinking, adopt its approaches, and let the entrepreneurs 
move full-speed ahead.”   GCE
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